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Don’t let the darker side of the internet 
threaten your business. 

Cyber Security Services

Cyber Security Solutions

Focus Cyber Protect

Connectivity is essential for any business, no matter your size or industry the 
internet is an indispensable tool. All the functions you need to run your business 
- email, browsing, cloud, WiFi, software, hardware - are all vulnerable to attack. 

An online attack can leave you exposed to viruses, data breaches, loss of data, 
loss of connectivity, and impact your staff, your customers and the reputation 
of your business. And will probably cost you money. 
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Cyber Protect Pricing Plans
With four cost-effective packages available, and suitable for any sized 
business, Focus Cyber Protect is the new way to keep your business safe, 
secure and always ready for business.

PER MONTH PER MONTH PER MONTH PER MONTH

Vulnerability  
Assessment

Network Inventory

Gap Analysis

Dark Web Monitoring

Security Awareness
Training & Testing

GDPR Awareness 
Training

Cyber Essentials  
Accreditation 

TYPICALLY TYPICALLY TYPICALLY TYPICALLY

Cyber Protect  

£75
Pricing based on up to 10 users
Terms apply

Cyber Protect 
Plus 

£150
Pricing based on up to 10 users
Terms apply

Cyber Protect 
Premium 

£225
Pricing based on up to 10 users
Terms apply

Cyber Protect 
Professional 

£300
Pricing based on up to 10 users
Terms apply
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0330 024 2007

Pricing based on up to 10 users. For a tailored quote 
for your business please call us on 0330 024 2007.

Powered by:
CyberSight
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Identify security holes in your network

Help prevent ransomware attacks

Provide a full comprehensive report

Keep unwanted visitors out!

Vulnerability A
ssessm

ent

Even with a firewall or antivirus software  
in place you may still be vulnerable. 
Our proactive port scanning software will go deep into your router and 
behind your firewall to reveal any open ports or vulnerabilities. An open 
port is the most common way a hacker can break into your system to 
harvest data or initiate devastating ransomware attacks. 

Scanning your system regularly for threats, open ports and vulnerabilities is 
the easiest and most cost-effective way of taking control of your security, 
because it exposes invisible threats before they become a problem. 

Your bespoke report provides actionable and prioritised information that 
identifies and allows your business to close security holes. 

Vulnerability exposure should be the first consideration in your business’s 
security strategy, without it everything else you have in place won’t protect 
you. And for that reason, Vulnerability Assessment is included first in every one 
of our Cyber Protect packages. 

Vulnerability Assessment

Our Vulnerability Assessment services are proven to:

Available on packages: 

Cyber Protect 
Cyber Protect Plus
Cyber Protect Premium 
Cyber Protect Professional 
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Full IT estate report

Rights and permissions overview

Ageing hardware list

Operating system list

Our Network Inventory service is proven to provide:
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N
etw

ork Inventory

The weak link in your security chain may  
be sitting right in front of you! 
Every piece of hardware in your business – PCs, servers, printers, laptops – may 
be housed in your office and all are exposed to the outside world via the 
internet, the cloud and wireless and Bluetooth connections. 

They can be full of unused data and applications, running a slow CPU, 
vulnerable to attack or just not fit for purpose anymore. Ineffective or aged 
hardware can seriously hinder a business’s productivity, especially as update 
patching may not work on older machines. 

All IT has a shelf life, so protect your assets with a Network Inventory. 

Included in all our Cyber Protect packages, this essential scan includes:

• Full asset inventory
• Hardware lifecycle report
• Full user count
• Password strength assessment 
• Connection speed tracker

Network Inventory

Available on packages: 

Cyber Protect 
Cyber Protect Plus
Cyber Protect Premium 
Cyber Protect Professional 
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A free report outlining how many credentials are 
on the Dark Web

24/7 credentials breach monitoring

Alerts when evidence of a new breach is found

Portal access for real-time reports

Supply chain monitoring

Our Dark Web Monitoring service is proven to provide:
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D
ark W

eb M
onitoringHave your business’s credentials been 

compromised? 
It is a known fact that employees use their corporate email accounts and often 
corporate passwords to sign up to third party sites and applications. If these sites 
or apps are breached, your employee’s email address, passwords and PII is 
obtained by criminals and distributed through an ‘underground’ network known 
as the Dark Web. This poses a serious threat to your business as nearly 47 
percent of people say there is no difference in their passwords used for personal 
and work accounts.

CyberSIGHT, our Dark Web Monitoring service, goes to the deepest, darkest 
areas of the web to find stolen credentials on your corporate email accounts and 
produces comprehensive reports and real-time alerts when evidence of a breach 
is found.

Understand how many credentials are currently available on the Dark Web

Receive a free report outlining how many credentials related to your domain 
are available on the Dark Web.

Remediate to minimise the immediate risk

Receive advice on what to do to immediately protect 
your business from a breach, as a result of stolen 
credentials.

24/7 monitoring and alerts when a new breach
is found

Activate constant monitoring on your corporate domains 
and be alerted when evidence of a new breach is found 
so you can instantly terminate the threat.

Available on packages: 

Cyber Protect 
Cyber Protect Plus
Cyber Protect Premium 
Cyber Protect Professional 

Dark Web Monitoring
Powered by CyberSight
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A thorough IT security assessment

Built from the Cyber Essentials Plus framework

Detailed reporting

Reassurance on existing systems

Our Free Gap Analysis service is proven to provide:
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G
A

P A
nalysis

Could your business be breached? 
Unfortunately, most businesses only find out where their weak 
points are after a breach has occurred. This is a dangerous and 
costly way to understand where your resilience could be improved.

Using our expert and accredited consultants’ knowledge and experience, 
we have constructed a free, online IT security gap analysis service to help 
you proactively identify the areas of your business’s network, 
infrastructure and cyber security posture which can be enhanced.

CyberGAP comprises of multiple modules and multiple choice questions 
which you answer to score your business’s security posture. At the end 
you will receive a detailed report, tailored to your selections, outlining all 
of the great areas of your network and infrastructure, and areas which 
can be improved along with recommendations on how to do so.

GAP Analysis

A thorough IT security assessment

Built from the Cyber Essentials Plus framework

Detailed reporting

Reassurance on existing systems

Expert remedial advice for identified gaps

Our Package Gap Analysis service is proven to provide:

Available on packages: 

Cyber Protect 
Cyber Protect Plus
Cyber Protect Premium 
Cyber Protect Professional 
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Fully managed, taking up none of your time or 
resources

Bespoke for your business

Available in multiple languages

Includes detailed reporting

Provides remedial training for ‘at-risk’ employees

Our Security Awareness Training & Testing service is:

Your employees will receive professional and 
interactive security awareness e-learning

Upskill your employees so they have the correct skills to 
avoid falling victim to cyber crime.

Your employees will be kept vigilant

Ongoing, targeted and randomised phishing testing with 
additional training and support as required.
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Security Aw
arenessStop your employees from causing 

security incidents. 
It is becoming widely known that over 90% of breaches experienced by 
businesses stem from cyber attacks directed towards employees. With 
attacks becoming more sophisticated and targeted for each business, security 
technology cannot be solely relied upon to keep you secure. 

Cyber Security Awareness is our market leading brand for delivering fully 
managed Security and GDPR Awareness services. The cyber market is 
saturated with plenty of phishing simulation and training services, however 
Security Awareness Training and Testing is different in that it is fully managed, 
making it more effective and saving you time and resources.

40-70% of your employees will be a cyber-risk

Our Baseline phishing test will raise awareness and show you how vulnerable 
your business currently is to targeted cyber crime.

 

Security Awareness
Training & Testing

Powered by:

Available on packages: 

Cyber Protect Plus 
Cyber Protect Premium 
Cyber Protect Professional 
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Evidence of employee understanding of GDPR 
legislation

Video based training in multiple languages

Detailed reporting

Staff turnover included

Our GDPR Awareness service is proven to provide:

Receive reports on employee progress

You will receive regular reports on employee progress. 
As part of your fully managed service, employees who 
have not completed the course will be reminded by our 
engineers.

Gain evidence, proving employee understanding

Ultimately, you will receive evidence of employee 
understanding which keeps your business GDPR 
compliant and reduces the risk of suffering an internal 
breach.
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G
D

PR Aw
areness

Training your employees on the most 
current GDPR legislation keeps your 
business compliant and reduces the 
risk of an internal data breach. 
Our GDPR Awareness training course is suitable for all employees and easy 
to understand. As a fully managed service, we will deliver training to your 
employees on your timescales, report progress back to you and chase those 
who have not completed the course. Our short training course is available in 
multiple languages (subtitles) and is interactive, complete with a quiz that 
proves understanding. 

Your employees will receive professional and interactive GDPR 
awareness e-learning

Employees will be trained on all aspects of the current GDPR legislation and 
Data Protection Act 2018. New starters are enrolled in the course as and 
when they join. 

GDPR Awareness

Available on packages: 

Cyber Protect Premium 
Cyber Protect Professional Powered by:
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Provide customer reassurance that you are working 
to secure your IT against cyber attacks

Attract new business with the promise you have 
cyber security measures in place

Present a clear picture of your business’s cyber 
security level

Show accreditation for those Government 
contracts that require Cyber Essentials certification

Our Cyber Essentials Plus services are proven to:

Once certified you will be listed in the Cyber Essentials 
Business Directory and can display your accreditation 
mark on your site and materials. Ideal for larger 
companies and part of our Cyber Protect Professional 
package we will work with you to ensure your IT system 
meets the official standards and successfully gains this 
accreditation. 

We’ll even pay the fee! 
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Cyber Essentials A
ccreditation

If you want your customers, suppliers 
and staff to trust your commitment to 
cyber security then why not prove that 
you are up to industry standard?
Cyber Essentials is a Government-backed, industry-supported scheme that 
helps businesses protect themselves against common online threats and 
ensures business-wide best practice. 

This accreditation - created by the National Cyber Security Centre - 
demonstrates that your business, no matter its size, is taking cyber security 
seriously. Your certification can mean your business is less likely to be 
targeted and more likely to be considered when customers are looking for a 
partner that takes cybercrime, GDPR and security seriously.

Cyber Essentials Accreditation

Available on packages: 

Cyber Protect Professional 
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Cyber solutions have become absolutely essential 
for every business, regardless of size, who operate 
using IT.

If you are serious about protecting your business 
from modern-day threats, we highly recommend 
you consider our line of cyber solutions.

Email
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Unique time-of-click protection from malicious URLs 

Compliancy with archiving, business continuity and 
encryption 

Filtering and control of outbound email as well as 
inbound 

Dual layered sandboxing options 

Domain spoofing protection  

Protection against CEO Fraud

Our Email services are proven to provide:
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Em
ail Security

Email security has been long hailed as a 
“must have” for any business. This, of 
course, is still true.
With an unparalleled growth in threats including areas such as CEO 
fraud and other impersonation attacks, businesses need to be assured 
that their security develops to stay ahead of these threats. 

Has your email security solution evolved to meet today’s threats though? Have 
you remained with your provider because “it does the job” or migrating has 
seemed a painstaking task? With migration support included in our service, we 
can ensure your business has a smooth transition to a service that delivers 
protection against the very latest threats. 

Features such as compliance assurance, dual layered sandboxing, encryption 
and archiving, ensure you have the multiple protection layers required for your 
critical email services and all within in a single cloud-based solution.

Email Security

Subscriptions available: 

Monthly 
Annual
Multi-year 
Bundle (upon request) 
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Deep inspection of SSL/TLS traffic 

Real-time traffic analysis with URL reputation 
and threat intelligence 

Website Page level categorisation 

“Not Safe For Work” Image Content Analysis

Our Web Security services are proven to provide:
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W
eb Security

The network perimeter has changed.  
Practically overnight, almost every 
employee became a “remote worker” 
and potentially risking exposing the 
security of their web usage to an 
unprecedented level of threats.  
Although many businesses are benefitting from productivity when adopting or 
leveraging cloud applications to support remote working, this has also created a 
complex threat landscape which needs to be addressed with some urgency.  The 
introduction of an extraordinary volume of “shadow IT”, has raised the threat 
landscape even further.

Existing IT systems were generally architected to route all web traffic through 
specific access points, such as the business’s headquarters or regional offices 
where security could be enforced and easily monitored and maintained.

Our Web Security solution provides protection for roaming, personal (BYOD) 
and guest devices with zero-touch configuration.  With no requirement to proxy 
web traffic, your users are guaranteed ultra-fast response times.

Web Security

Subscriptions available: 

Monthly 
Annual
Multi-year 
Bundle (upon request) 

Our services were built for the cloud. With 140 
categories and 500+ sub-categories, you can be assured 
of your web security.

We highly recommend enhancing web security with a CASB 
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Visibility - This is the cornerstone of cloud 
security. You can’t secure what you don’t know.

Compliance - As more data is moved to the 
cloud, businesses must comply with many 
regulations such as PCI DSS, GDPR and HIPAA.

Data Security - Scan files on upload and change 
the specific content using DLP templates.

Threat Protection - Cloud apps are being 
targeted with increasing sophistication and 
volume. Malicious or suspicious user activity can 
be tracked, identified and managed.

Our CASB services are proven to provide:

A Cloud Access Security Broker (CASB) solution gives a 
business the ability to discover, analyse, secure and 
manage cloud activity.  This is regardless of whether the 
user is on the corporate network or working remotely. 
Our Web Security solution provides protection for 
roaming, personal (BYOD) and guest devices with zero-
touch configuration.  With no requirement to proxy web 
traffic, your users are guaranteed ultra-fast response 
times.

Our services were built for the cloud. With 140 
categories and 500+ sub-categories, you can be assured 
of your web security.
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CA
SB - Cloud A

ccess Security Broker

Approved access to cloud applications 
is essential in today’s changing working 
environments, even more relevant with 
the recent influx of necessitated 
remote workers. 
With more users working away from the secure office networks, the 
access to cloud-based “shadow IT” has exploded in use. 

Users are now finding a multitude of cloud solutions to communicate and 
share information on that they see as necessary to enable them to continue 
to provide the high levels of performance they did in an IT secured location. 

Without visibility of the access and utilisation of these services, the threat of 
advance malware, data security and malicious or accidental insider access is 
on the rise.  The usage of Social Media, data storage and CRM’s is un-
managed and un-monitored and can be easily abused or put your business’s 
critical data and reputation at risk. 

CASB - Cloud Access Security Broker

Subscriptions available: 

Monthly 
Annual
Multi-year 
Bundle (upon request) 
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Your users can manage their own preferences of 
authentication with choices such as SMS, 
mobile app, email, soft token or even voice  

Hosted, Physical or VM servers 

Internal services and cloud based applications 
supported 

Adaptive MFA that intelligently challenges users 
only when a risk is high.

Our Multi-Factor Authentication services are
proven to provide: 

Multi Factor Authentication (MFA) has 
been a critical component of IT security 
for businesses for many years.
Today, the public in general will experience MFA almost on a daily basis. 
Whether it is through online banking or transacting on their favourite online 
shopping sites.  With the number of remote employees hitting levels never 
before experienced, the necessity of securely identifying your own users 
accessing your systems is now critical. 

Some businesses have delayed adding this layer of security with the 
perception that MFA is difficult to install or deploy.  Some are put off by the 
impact MFA will have on end-users by asking them to install an app or carry 
a physical token. We can provide a wealth of authentication options to satisfy 
any requirement. 

Our solution is easy to install and deploy and has minimal impact on end-
users. Whether you require a cloud or in-house solution you want to be able 
to deploy and maintain the solution quickly. 

We have deployed and managed MFA for our customers all over the globe.

Subscriptions available: 

Monthly 
Annual
Multi-year 
Bundle (upon request) 
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M
ulti-Factor A

uthentication

Multi-Factor Authentication
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Next Generation Anti-Virus (NGAV) 

Endpoint Detect and Respond (EDR) 

Network Analytics 

User Behaviour Analytics (UBA) 

Deception 

Incident Response

As for expensive? If you have estimated the cost of a 
breach on your infrastructure and the resulting loss 
of productivity or customer services, we are 
convinced you will be impressed with the cost 
comparison of our complete solution than with 
leading providers of just one or two of the 
component parts. 

Experienced a breach? Are you ready to pay a 
retainer fee to a 3rd party in the event of a major 
cyber incident? We’ll provide this free of charge. 
Really, we will. 

Our 360 Service provides a single solution that 
provides protection across your infrastructure: 

Does Autonomous Breach Protection 
sound too complex? Resource hungry? 
Expensive? Necessary?
Until an actual breach occurs, some businesses would rather wait to 
investigate the necessity of these services. Comparing the cost of a breach 
against having a solution in place that prevents and detects threats on the 
endpoints, networks and users is a critical decision in any business. 

Too complex? All our breach protection services are managed from a single 
dashboard solution either cloud hosted or within your own environment.  Two 
clicks is all it takes to get agents deployed across all your endpoints. 

Is this resource hungry? What if we said that we back up your own IT function by 
including a 24x7x365 Managed Detect and Response Team who continually 
monitor and optimise your solution to ensure every event is handled and 
resolved? Auto-remediation will also activate to automatically address infected 
hosts, malicious files and compromised user accounts and will create playbooks 
for future events.

Subscriptions available: 

Monthly 
Annual
Multi-year 
Bundle (upon request) 
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360 Secure

360 Secure
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4x higher ROI than traditional penetration testing 

3x more time spent on targets than traditional 
pen testing 

20% reduction in failed patches due to patch 
verification processes 

Less than 72 hours to onboard versus weeks in a 
traditional model 

A team of researchers to monitor and meet your 
requirements

Of course, all of our services are there to assist your 
compliance requirements whether they are PCI, 
NIST or ISO.  All of our testing can be CREST or 
CHECK accredited.   

Vulnerability assessments and penetration testing 
have previously been unachievable at this scale of 
protection and testing.

Our Penetration Testing services are proven 
to provide:

Malicious attackers don’t work office 
hours and threats don’t stop evolving 
after a penetration test.
Our security assessments can be active 24x7x365 a year through AI powered 
scanners and combined with a human triage to produce meaningful, actionable 
results. With a global elite team of over 1,500 cybersecurity researchers, each 
vetted and continuously curated, your key systems are tested by a combined 
expertise your attackers cannot keep up with.  

With patch verification services and a customer specific Attacker Resistance 
score, you have the information you’ve always wanted constantly at hand and all 
backed by continual assessment by the Mission Operations team. 

Providing complete control to you, the customer, we provide a portal access 
where you can stop or pause testing at the touch of a button. 

Subscriptions available: 

Monthly 
Annual
Multi-year 
Bundle (upon request) 
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Penetration Testing

Penetration Testing
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Our hardware free SOC platform provides true multi-
tenant insights, and visibility, that provides our customers 
with the assurance that their key assets are being 
monitored and protected.

Our service is comprised of an elite team of security 
veterans and experts who proactively hunt and investigate 
threat activity across all of our managed customers 
infrastructure. We perform a triage of detections and 
work with the you on the remediation when an actionable 
threat is discovered

Why do I need a SOC?

Some examples of why you might need a SOC include:

The cyber threat is a global 24x7x365 
organised attack that doesn’t concern 
itself about the impact on your 
business or your customers.
Today, businesses need to be assured that they are providing the highest 
level of protection for their critical assets whilst ensuring the operating costs 
are practical.  To attempt to monitor, collate and evaluate many key services 
requires a sizeable investment in time, highly skilled resource and a variety of 
security solutions.  These costs will escalate dramatically each time a service 
is added or changed.

Our Managed SOC is a service that leverages a constantly evolving Threat 
Monitoring Platform for detecting malicious and suspicious activity across 
three critical attack vectors: Endpoint, Network and Cloud.

Your business needs to be assured that key threats are being detected and 
you are alerted in real-time with specific, and informed, remediation help and 
advice.

Based upon a per device model, with no expensive log capacity charges, we 
know in today’s dispersed workforce, with global access to services and data, 
our Managed SOC is today’s essential security assurance partner.

Subscriptions available: 

Monthly 
Annual
Multi-year 
Bundle (upon request) 

Do you need a proactive threat detection and alert 
service for internal devices, your network and cloud 
services?

Do you want to know that 24x7x365 your 
infrastructure is being monitored by leading security 
engineers who are constantly trained in the latest 
threats?

Are you running an online service for the public?

Do you have several different office locations?

Do you need predictable pricing that won’t change 
based on log volumes?

Do you share sensitive data with other businesses?

Do you have several ingress points of access?

Do you need compliancy level reporting?
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24/7 M
anaged SO

C

24/7 Managed SOC



Don’t let the darker side of the internet threaten your business
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Talk to us now about locking in cyber security for your business.

0330 024 2007          cyber@focusgroup.co.uk          focusgroup.co.uk


